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Abstract: RFID and Wireless Sensor Networks exemplify computationally constrained
environments, where the compact nature of the components cannot support complex

computations or high communication overhead. On the other hand, such components
should support security applications such as message integrity, authentication, and time
stamping. The latter are efficiently implemented by Hash Message Authentication Codes

(HMAC). As clearly stated in the literature, current approved implementations of HMAC
require resources that cannot be supported in constrained components. An approach to
implement a compact HMAC by the use of stream ciphering is presented in this paper.
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INTRODUCTION

MAC and Challenge-Response Interrogation
MESSAGE integrity and authenticity, and replay prevention, are essential in security-related
communications. Here, a receiver is expected to be able to verify that a received message, originally
transmitted by a valid source, was not changed. Also, the receiver has to verify that the message was not
transmitted by a cloned source, and is not a retransmission of an originally genuine message transmitted
in the past by a valid source. Technically, verifying message integrity and authenticity is based on the
receiver’s ability to prove to itself that the transmitter stores a valid secret key that was used when the
message was transmitted. Surely, symmetric and asymmetric cryptographic schemes can also be used in
satisfying the above. In this paper, we treat the case where the facility at the data source has limited
resources. In such environments, message integrity and authenticity is usually verified using Message
Authentication Code (MAC). MAC(M,K) is a one-way transformation of the message M and a secret key K
shared with the verifier. The values M and MAC(M,K) are both sent to the verifier. Upon receiving these
values, the verifier generates himself a value MAC(M,K) based on the received M and the value of K known
to him. If MAC(M,K) = MAC(M,K), the verifier decides that the message is authentic and equals its original
value. If an attacker has access to an oracle which possesses K and generates MACs for messages M
chosen by the attacker, it should be infeasible to guess the MAC value for any new message not
interrogated before. To prevent illegal replaying, there is also a need for a time-dependent proof. This is
achieved by a challenge-response interrogation procedure, as depicted in Fig. 1.
Subsequently, the interrogated component transmits:

1) The component’s public key PK, which is an encrypted version of K issued by the system manager
and stored in the component, 2) M, and 3) CR.
Upon receiving the above three values, the interrogator performs the operations shown at the bottom
of the figure. The interrogator first retrieves K out of the received PK, using a system decryption key. In
practice, the system decryption key is not necessarily stored at the interrogator’s facility. Here, the
interrogation operations can be performed in an external secure place. Under another version, the key K
of the interrogated component is retrieved from a secured network, rather than being recovered by
decrypting a value PK submitted by the component. The same mechanism can also be used in access
control, preventing illegal writings of a message M into the component, by still executing a MAC operation
in the component. The comparison of the MAC values is done in the component. Upon success, M is
allowed to be written
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Fig. 1: MAC-based challenge-response procedure
There are other variations to the circuit of Fig. 1. For example, in some cases, there is no message M to
be authenticated, and the purpose of the interrogation is just to verify that the interrogated component
really has the valid K associated with PK. In other cases, like prevention of car-theft, K is installed in
advance in the interrogated component and the interrogating transmitter-receiver. Here, PK and its
handling are redundant.
MAC and HMAC in the Context of This Paper

As described above, MAC(M,K) is a one-way transformation of the message M and a secret key K. The
implementation this transformation can be based on various approaches. Hash Message Authentication
Code (HMAC) is a hash transformation parameterized with a secret key. That is, it is an implementation of
MAC(M,K). In this paper, we treat a standardized HMAC. The security of such implementations has been
revised stating that the attacks “do not contradict the security proof of HMAC, but they improve our
understanding of the security of HMAC based on the existing cryptographic hash functions.” The
suggested implementation of HMAC is of the form
Where,
• H is a cryptographic hash function.
• Kin and Kout are two keys, derived from K.
• ǁ denotes a concatenation.
• text is the text to be hashed together with K. In relation to the challenge response procedure of
Fig. 1, we adopt an implementation where text= CǁM.
The following is one recommended way of constructing Kin and Kout out of K. Let K be b-bytes long.
opad and ipad denote b-byte values, consisting, respectively, of b repetitions of the byte 01011100 and
00110110. Then, Kout = K Ɵopad and Kin =K Ɵipad, where Ɵ denotes an XOR.

Any standard hash (e.g., SHA-1), as well as the above specified HMAC implementation, is specified in a
way which facilitates the processing of a relatively long text, by iteratively processing it in parts. That is,
text is broken into sections, which are processed one at a time. Each such section is processed by a oneway block transformation whose parameters are limited in size to that of the processed section. This
general approach is especially suitable when dealing with constrained hardware resources. Even if text is
a few hundred of bits long, where K is about 100 bits, it would still be recommended to process text in
parts. This is the approach taken in this paper.
Interrogation in Highly Constrained Environments

Radio Frequency IDentification (RFID) facilitates, by definition, identification by wireless
communications. In many applications an RFID tag is required to prove the authenticity of data it
transmits.
The use of RFID in medical applications presents special security demands.
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Two main constraints are considered here: 1) Costs: Wide adoption of RFID is crucially dependent on
the price of a tag.
This is translated into a limited number of logic gates used in the tag. 2) Power consumption: An RFID
tag is operated by a magnetic field radiated from the reader. It does not have its own power source. This
puts a severe limitation on the number of gates that can operate simultaneously.
Related Work and the Structure of the Paper

Compact MAC implementations in constrained environments are of the essence. Possible
implementations of hash in constrained environments, based on block ciphers, are surveyed. Here, a oneway block transformation, based on a stream cipher, is first implemented as a stand-alone universal
circuit.
This can then also be turned into an HMAC implementation. This turns into HMAC transformation by
implementing HMAC(text;K)=H[KoutǁH(Kinǁtext)].

Fig. 2: One-way block transformation based on stream cipher

ONE-WAY TRANSFORMATIONS BASED ON STREAM CIPHERING
Block Transformation based on Stream Cipher

A stream cipher exhibits the following features:
1. It produces a pseudorandom keystream output which is very strongly dependent on a
parameterizing secret key S. (We purposely denote the parameterizing key differently from the
secret key K used in the intended MAC application.) A minor change in S causes major output
changes.
2.

The underlying security of the cipher is measured in terms of the difficulty in retrieving S, given
an output keystream of any feasible length. The circuit of Fig. 2 presents an approach for utilizing
the above two features of a stream cipher in implementing a one-way block transformation. The
input block S, acting as the parameterizing key of the stream cipher, yields a keystream that enters
a Cyclic Redundancy Code (CRC) circuit. The circuit is clocked for a number of cycles that is
significantly larger than the length of S. The final content of the CRC register is the output block B.
That is, the circuit transforms the input block S into the output block B.
Security Considerations

1) The One-Way Strength of the Transformation

Surely, recovering S from a compressed version of the cipher’s output keystream, even if the
compression is based on a simple linear CRC, cannot have a lower complexity than the recovery of S from
a fully given keystream. As the latter is expected to be infeasible for secure cipher, the irreversibility of
the transformation of Fig. 2 is at least as strong as the underlying security of the cipher.
2) Related-Key Attacks

A related-key attack is based on the assumption that an attacker observes the operation of a cipher
under different keys, where some relationship among the keys is known to him. It is essential that the
same key never be used more than once in a stream cipher. The best would be to use a randomly
generated key for each new use of the cipher.
Related-key attacks on stream ciphers concern key scheduling. This relates to applications where
practical circumstances dictate the use a fixed key master key, which is randomized in a key-scheduling
process, to yield a different key for each communication session.
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Fig. 3: Processing the input in parts and where H is based on stream ciphering

ITERATIONS OF THE ONE-WAY BLOCK TRANSFORMATION
Implementing an HMAC

General hashing means transforming chained input blocks into an output block of a fixed, relatively
small, length. This is performed by iterations, where input blocks enter one at a time and are combined
with an accumulated value that consists of the hashing performed so far. When the iterations are
complete (i.e., the entire input chain has been processed) the output should be the hash of the entire
input.

An approach for iterating a one-way block transformation, based on stream ciphering, is depicted in
Fig. 3. Here, the Linear Feedback Shift Register (LFSR) that processes the cipher’s parameterizing key
consists of two parts, of lengths t and r. Like a usual execution of a long input hash transformation, the
process consists of consecutive iterations. The number of iterations is the number of t-bit blocks of which
the input data consists. (Possible padding may take place, to make the length of the input data a multiple
of t.)

Being able to perform a hashing H on chained input blocks, an HMAC is implemented as
HMAC(text,K)=H[KoutǁH(Kinǁtext)]
Security Considerations and Requested Features of the Stream Cipher
1) Considerations per Iteration

Each iteration in the described process performs a one-way block transformation on a ðr þ tÞ-bits
block. This applies to the irreversibility of the transformation; the strong dependence on each input bit;
randomness of the output; balanced mapping; correlation attack; and collision attack.
2) Considering the Transition from a Single-Block Transformation to Sequential Processing

The transition from the structure depicted in Fig. 2 to that of Fig. 3 has its own security implications.
Even if the stream cipher facilitates a strong one-way block transformation, the cipher should also
provide for secured iterative implementation. In this respect, there is a need for an available well
analyzed stream cipher which is based on having an initializing nonsecret value being a part of the
parameterizing key.

CONCLUSION

RFID and Wireless Sensor Networks pose a need for efficient implementation of MAC. To achieve
efficiency, while not sacrificing security, there is a need to evaluate new approaches, while also utilizing
any characteristic of the specific implementation of MAC that can enhance efficiency. A complete highly
compact MAC implementation, based on stream ciphering, was presented.
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