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Abstract: In today’s developing world a large amount of sensor networks are used in

various real-time applications. Large amount of Data are streamed from multiple sources
through intermediate processing nodes that share information throughout the network.
Some of the domains where these Sensor networks are used include cyber physical

infrastructure systems, environmental monitoring, power grids, etc. Data goes through

various nodes to complete a path from producer system to consumer system. Malicious
attacks are possible in between. This project hereby introduces an in-packet bloom filter,

which will keep the track of provenance details of each packet separately. This proposal is

about a novel lightweight scheme to securely transmit provenance for sensor data. It
introduces efficient mechanisms for provenance verification and reconstruction at the base

station through decoding of the provenance details. This extends the secure provenance
scheme with functionality to detect packet drop attacks. The goal is to design a provenance
encoding and decoding mechanism that satisfies such security and performance needs.
Keywords: Provenance Encoding, Primary Key, Inbloom Filters.

INTRODUCTION

Sensor networks are used in numerous application domains, such as cyber physical infrastructure
systems, environmental monitoring, power grids, etc. Data are produced at a large number of sensor node
sources and processed in-network at intermediate hops on their way to a base station (BS) that performs
decision-making. In a multi-hop sensor network, data provenance allows the BS to trace the source and
forwarding path of an individual data packet. Provenance must be recorded for each packet, but
important challenges arise due to the tight storage, energy and bandwidth constraints of sensor nodes. It
is necessary to address security requirements such as confidentiality, integrity and freshness of
provenance. Our goal is to design a provenance encoding and decoding mechanism that satisfies such
security and performance needs.

PROBLEM IDENTIFICATION

The provenance modeling, collection, and querying has been studied extensively for workflows and
curate databases; provenance in sensor networks has not been properly addressed. It does not consider
denial of service attacks such as the complete removal of provenance, since a data packet with no
provenance records will make the data highly suspicious and hence generate an alarm at the Base S. Any
confidentiality cannot gain any knowledge about data provenance by analyzing the contents of a packet.
Integrity, acting alone or colluding with others, cannot add or remove non-colluding nodes from the
provenance of benign data (i.e., data generated by benign nodes) without being detected. Freshness,
cannot replay captured data and provenance without being detected by the Base Station.

It is also important to provide Data-Provenance Binding, i.e., a coupling between data and provenance
so that an attacker cannot successfully drop or alter the legitimate data while retaining the provenance,
or swap the provenance of two packets. In a distributed aggregate computation to verify that the final
result has not been perturbed by more than a small error bound with high probability. It do not address
the issue of recovery once a malicious node is detected. If there is an intermediate packet drop, some
nodes on the path do not receive the packet. When one-way hash functions are used to insert elements in
the BF, the identities of the inserted elements cannot be reconstructed from the BF representation.
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H. Lim, Y. Moon, and E. Bertino, “Provenance-Based Trustworthiness Assessment in Sensor
Networks,” As sensor networks are being increasingly deployed in decision-making infrastructures
such as battle ﬁeld monitoring systems and SCADA (Supervisory Control and Data Acquisition)
systems, making decision makers aware of the trustworthiness of the collected data is a crucial.
This approach uses the data provenance as well as their values in computing trust scores, that is,
quantitative measures of trust worthiness. The provenance similarity is based on the principle that “the
more different data provenances with similar values, the higher the trust scores”.
Foster, J. Vockler, M. Wilde, and Y. Zhao, “Chimera: A Virtual Data System for Representing,
Querying, and Automating Data Derivation,” A lot of scientific data is not obtained from
measurements but rather derived from other data by the application of computational procedures.
We hypothesize that explicit representation of these procedures can enable documentation of data
provenance, discovery of available methods, and on-demand data generation (so-called "virtual
data").
A Chimera virtual data system, which combines a virtual data catalog for representing data derivation
procedures and derived data, with a virtual data language interpreter that translates user requests
into data definition and query operations on the database.
K. Muniswamy-Reddy, D. Holland, U. Braun, and M. Seltzer, “Provenance-Aware Storage systems,” A
Provenance-Aware Storage System (PASS) is a storage system that automatically collects and
maintains provenance or lineage, the complete history or ancestry of an item. We discuss the
advantages of treating provenance as meta-data collected and maintained by the storage system,
rather than as manual annotations stored in a separately administered database. We describe a PASS
implementation, discussing the challenges it presents, performance cost it incurs, and the new
functionality it enables. We show that with reasonable overhead, we can provide useful functionality
not available in today's file systems or provenance management systems.
Y. Simmhan, B. Plale, and D. Gannon, “A Survey of Data Provenance in E-Science,” Data management
is growing in complexity as large scale applications take advantage of the loosely coupled resources
brought together by grid middleware and by abundant storage capacity.
Metadata describing the data products used in and generated by these applications is essential to
disambiguate the data and enable reuse. Data provenance, one kind of metadata, pertains to the
derivation history of a data product starting from its original sources.

EXISTING SYSTEM

There are two main parts of the existing system.







Pedigree captures provenance for network packets in the form of per packet tags that store a
history of all nodes and processes that manipulated the packet.
ExSPAN describes the history and derivations of network state that result from the execution of a
distributed protocol.
Few Points to Overcome

This system does not address security concerns and is specific to some network use cases. This
becomes a disadvantage.
This system traces the source of a stream long after the process has completed. It reflects the
importance of issues we addressed, it is not intended as a security mechanism, hence, does not
deal with malicious attacks.

PROPOSED SYSTEM

1.
2.
3.
4.

The proposed technique relies on in-packet Bloom filters to encode provenance.
Here gets introduced an efficient mechanisms for provenance verification and reconstruction at
the base station. In addition, we extend the secure provenance scheme with functionality to detect
packet drop attacks staged by malicious data forwarding nodes.
It propose an in-packet Bloom filter (iBF) provenance-encoding scheme. The design efficient
techniques for provenance decoding and verification at the base station. The detailed security
analysis and performance evaluation of the proposed provenance encoding scheme and packet
loss detection mechanism.
A multihop wireless sensor network, co/nsisting of a number of sensor nodes and a base station
that collects data from the network
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5.

Each data packet contains 1) a unique packet sequence number, 2) a data value, and 3)
provenance.
The sequence number is attached to the packet by the data source, and all nodes use the same
sequence number for a given round. The sequence number integrity is ensured through MACs.
OVERALL ARCHITECTURE

Figure 1: Wireless sensor network showing the malicious attacker in between the regular nodes
MODULES
1. Provenance Verification
In verification of the modules it processes the Key generation, decryption, and also the key exchanging,
sent to receiver module. The RSA used here involves a public key and a private Key. The public key can be
known to everyone and is used for encrypting the messages. Messages encrypted with the public key can
only be decrypted using the private key which will act as the enhancing point of this paper. The keys for
the RSA algorithm are generated. In Provenance Collection, receiver module receives a packet data
suspicious means place in suspicious box suppose, the data means placed in province box. The Base Station
conducts the verification process not just only to verify its knowledge of provenance but also to check the
integrity of the transmitted provenance data of all the data packets involved.
2. Data Provenancce
Data provenance represents a key factor in evaluating the trustworthiness of sensor data.

Setup: the data producer sets up its signing key k and data consumer sets up its verification key k0 in
a secure fashion that prevents malware from accessing the secret keys.

sig.

Sign (D, k): the data producer signs its data D with a secret key k, and outputs D along with its proof

Verify (sig, D, k0): the data consumer uses key k0 to verify the signature sig of received data D to
ensure its origin, and rejects the data if the verification fails.

3. Provnenance Encoding and Decoding
In provenance encoding strategy whereby each node on the path of a data packet actually securely
embeds the provenance information within a Bloom filter (BF) which will then be transmitted along with
the data. As soon as we receive the packet, the Base Station extracts and verifies the provenance
information provided. This paper also devises an extension of the provenance encoding scheme that
allows the Base Station to detect if a packet drop attack was done by aay malicious node through the
transmission path. For a data packet, provenance encoding refers to generating the vertices in the
provenance graph and inserting them into the iBF.
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4. ALGORITHM USED
1. Routing Algorithm
Routing is the process of selecting best paths in a network. In the past, the term routing also meant
forwarding network traffic among networks. However, that latter function is better described
as forwarding. Routing is performed for many kinds of networks, including the telephone network (circuit
switching), electronic data networks (such as the Internet), and transportation networks. This article is
concerned primarily with routing in electronic data networks using packet switching technology.

This algorithm helps to find the connectivity between the Source and Destination. It checks for all nodes
which are connected in network and retrieves to user. So, the user can know about the destination
connectivity. In case there is no connectivity between the source and destination, it pops-up to the User. If
connection is available, then the source can send the packets to destination through the corresponding
path.
Some Common Thoughts

•

•
•
•

The people in the digital world think that the data insecurity occurs only through hacking them.
This is a great misconception.

In fact, the biggest threat is that even when there is a tight security in the routing process by
encoding and decoding, the data gets corrupted.

This is because the data packets may go through various nodes when the attacker actually corrupts
the original data by inserting malicious packets.
Key Generation Algorithm

Key generation algorithm is one of the algorithm used to generate an unique key to encrypt and
decrypt the data. The same key has to be used both the sides to establish a relevant connection.

Modern cryptographic systems include symmetric-key algorithms (such as DES and AES) and publickey algorithms (such as RSA). Symmetric-key algorithms usually use a single shared key; which actually
keeps the data secret requires keeping this key secret. Public-key algorithms use a public key and
a private key. The public key is made available to anyone (often by means of a digital certificate). A sender
encrypts data with the public key; only the holder of the private key can decrypt this data.
Since public-key algorithms tend to be much slower than symmetric-key algorithms, modern systems
such as TLS and SSH use a combination of the two: one party receives the other's public key, and encrypts
a small piece of data (either a symmetric key or some data used to generate it). The remainder of the
conversation uses a (typically faster) symmetric-key algorithm for encryption.

EXPERIMENTAL SETUP AND RESULT

Fig. 2: Register and Login form
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Fig. 3: Form to connect the nodes to create various paths.

Fig. 4: Dialog box for showing the connection is established.

Fig. 5: User wise Sender and Receiver module to send or receive data
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Fig. 6: Select text file from the computer

Fig. 7: Dialog box to encoding theory

Fig. 8: Dialog box to show that the data has been encoded

Fig. 9: Receiver modules receive the data
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CONCLUSION
This paper addressed the problem of securely transmitting provenance for sensor networks, and
proposed a light-weight provenance encoding and decoding scheme based on Bloom filters. The proposed
system ensures confidentiality, integrity and freshness of provenance. Furthermore, the paper extended
the scheme to incorporate data-provenance binding, and to include packet sequence information that
supports detection of packet loss attacks. Till now we have come across the algorithms going to be used in
the prevention of packet drops. Hence the data provenance will be used to detect packet drops and
overcome it to enhance security.
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