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Abstract: A GSM Jammer or cell phone jammer is a device that transmit signal on the same
frequency at which the GSM system operates, the jamming success when the mobile

phones in the area where the jammer is located are disabled. Communication jamming
devices were first developed and used by military. Where tactical commanders use RF

communications to exercise control of their forces, an enemy has interest in those
communications. This interest comes from the fundamental area of denying the successful

transport of the information from the sender to the receiver. Nowadays the mobile jammer
devices or cell phone jammer software are becoming civilian products rather than

electronic warfare devices, since with the increasing number of the mobile phone users the

need to disable mobile phones in specific places where the ringing of cell phone would be
disruptive has increased. These places include worship places, university lecture rooms,
libraries, concert halls, meeting rooms, and other places where silence is appreciated.
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INTRODUCTION

Jamming devices overpower the cell phone by transmitting a signal on the same frequency as the cell
phone and at a high enough power that the two signals collide and cancel each other out. Cell phones are
designed to add power if they experience low-level interference, so the jammer must recognize and match
the power increase from the phone. Cell phones are full-duplex devices, which mean they use two
separate frequencies, one for talking and one for listening simultaneously. Some jammers block only one
of the frequencies used by cell phones, which has the effect of blocking both.
The phone is tricked into thinking there is no service because it can receive only one of the
frequencies.

Less complex devices block only one group of frequencies, while sophisticated jammers can block
several types of networks at once to head off dual-mode or tri-mode phones that automatically switch
among different network types to find an open signal. Some of the high-end devices block all frequencies
at once and others can be tuned to specific frequencies.
Scope of the Project

To jam a cell phone, all you need is a device that broadcasts on the correct frequencies. Although
different cellular systems process signals differently, all cell-phone networks use radio signals that can be
interrupted. GSM, used in digital cellular and PCS-based systems, operates in the 900-MHz and 1800-MHz
bands in Europe and Asia and in the 1900-MHz (sometimes referred to as 1.9-GHz) band in the United
States.

Jammers can broadcast on any frequency and are effective against AMPS, CDMA, TDMA, GSM, PCS,
DCS, iDEN and Nextel systems. Old-fashioned analog cell phones and today's digital devices are equally
susceptible to jamming. Disrupting a cell phone is the same as jamming any other type of radio
communication. A cell phone works by communicating with its service network through a cell tower or
base station. Cell towers divide a city into small areas, or cells. As a cell phone user drives down the street,
the signal is handed from tower to tower.
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LITERATURE SURVEY
TITLE 1: ‘SMART’ JAMMER FOR MOBILE PHONE SYSTEMS
AUTHOR: Sami Azzam, Ahmad Hijazi, Ali Mahmoudy

The last few years have witnessed a dramatic boom in the wireless communications industry, hence,
increasing the number of users of mobile communication devices. This magnified the need for a more
efficient and reliable signal scrambler. This paper discusses two alternative methods for jammer design
and implementation, and aims to present a solution for the problems of durability and cost related to the
issue of high power consumption present in jammer designs.

TITLE 2: Mobile Phone Signal Jammer for GSM, CDMA with Pre-scheduled Time Duration using
ARM7
AUTHOR: P.Naresh, P. Raveendra Babu, K.Satyaswathi

This Paper is designed and implemented for Mobile phone signal jammer for GSM, CDMA with
prescheduled time duration using Mobile jammer and ARM7. The jamming device broadcasts an RF signal
in the frequency range reserved for cell phones that interferes with the cell phone signal, which results in
a "no network available" display on the cell phone screen. All phones within the effective radius of the
jammer are silenced. The activation and deactivation time schedules can be programmed with
microcontroller. Real time clock chip DS1307 is used to set the schedule.
TITLE 3: Zone of silence [cellphone jammer]

AUTHOR: E. Guizzo

This paper presents a gadget that jams a cellphone's radiofrequency bands with a junk signal of a few
milliwatts. Called the Wave Bubble, it creates a cellphone-free bubble of silence four meters in diameter.
The Wave Bubble works by generating a range of voltages in a circuit that tunes an oscillator. This
voltage-controlled oscillator's amplified output, in turn, spews out signals between 800 megahertz and
2.5 gigahertz, a range wide enough to cover the bands for CDMA and GSM cellphones, radiofrequency
identification tags, Wi-Fi networks, and the Global Positioning System.

EXISTING SYSTEM

Communication jamming devices were first developed and used by military. This interest comes from
the fundamental objective of denying the successful transport of information from the sender (tactical
commanders) to the receiver (the army personnel), and vice-versa. Nowadays, mobile (or cell) phones are
becoming essential tools in our daily life. Here in Jordan, for example, with a rather low population
(around 5 million), three main cell phone carriers are available; namely; Zain, Orange, and UmniahThe
first two use the GSM 900 system, while the third uses the GSM 1800 system. Needless to say, the wide
use of mobile phones could create some problems as the sound of ringing becomes annoying or
disrupting. This could happen in some places like conference rooms, law courts, libraries, lecture rooms
and mosques. One way to stop these disrupting ringing is to install a device in such places which will
inhibit the use of mobiles, i.e., make them obsolete. Such a device is known as cell phone jammer or "GSM
jammer", which is basically some kind of electronic countermeasure device.
Disadvantages of Existing System

•
•
•
•

Cost oriented.
Requires special hardware.
People feel inconvenience.
V.I.P.’s may lose some important calls.

PROPOSED SYSTEM

A jamming device transmits on the same radio frequencies as the cell phone, disrupting the
communication between the phone and the cell-phone base station in the town. It's a called a denial-ofservice attack.[3-5]The jammer denies service of the radio spectrum to the cell-phone users within range
of the jamming device. Older jammers sometimes were limited to working on phones using only analog or
older digital mobile phone standards. Newer models such as the double and triple band jammers can block
all widely used systems (AMPS, iDEN, GSM, etc) and are even very effective against newer phones which
hop to different frequencies and systems when interfered with. As the dominant network technology and
frequencies used for mobile phones vary worldwide, some work only in specific regions such as Europe or
North America.
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Advantages of Proposed System
•
•
•
•

By using cell phone jammers we can maintain law and order for maintaining peace.
It is very necessary to use cell phone jammers in nasal feared places. This helps the authorities to
work their duty softly.
By using cell phone jammers in the vehicles, we can overcome accidents problem which is very
helpful to the people.
We can provide security to V.I.P’s from the anti-social elements.

FLOWCHART DIAGRAM

Fig.5.1: Mobile Jammer

MODULES DESCRIPTION
List of Modules

•
•
•
•

Jammer/Disabler Technology
Selective Frequency Jamming
Suggested ‘Smart’ Jammer
Simulation
1) Jammer/Disabler Technology:

Fig. 6.1.1: GSM Jammer
Five types of devices are known to have been developed as shown in the fig 6.1.1 (or being considered
for development) for preventing mobile phones’ communications in certain specified locations:

A. Type ‘A’ Devices: ‘jammers’. It contains several independent oscillators transmitting ‘jamming
signals’ that block frequencies used by mobile communication devices for call establishment.
B. Type ‘B’ Devices: ‘intelligent cellular disablers’. The device normally works as a detector. When it
detects signaling from the Base station to the mobile station, it signals the base station not to
establish communication. This process of detection and interruption of call establishment is done
during the interval normally reserved for signaling and handshaking.
C. Type ‘C’ Devices: ‘intelligent beacon disablers’. These devices act as ‘beacons’, i.e. they instruct
any mobile device within their area of coverage to disable its ringer or disable its operation. The
problem is that these types of devices require intelligent handsets.
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D. Type ‘D’ Devices: ‘Direct Receive and Transmit Jammers’. They behave as a small independent
base station. The jammer is predominantly in receive mode and will intelligently choose to
interact and block the cell phone directly if it is within close proximity of the jammer.
E. Type “E” Devices: ‘EMI Shield - Passive Jamming’. This technique uses Electro Magnetic
Interference (EMI) suppression techniques to construct what is called a Faraday cage. The
Faraday cage essentially blocks, or greatly attenuates, virtually all electromagnetic radiation from
entering or leaving the cage.
With current advances in EMI shielding techniques and commercially available products one could
conceivably implement this into the architecture of newly designed buildings for so called “quietconference” rooms.
2) Selective Frequency Jamming

A ‘smart’ jamming approach would be to disturb the control process and thus prevent the
establishment of a speech channel. This can be achieved by transmitting noise at the same frequency of
the signal performing the control process. This method consists of detecting the frequency of the control
process using the radio frequency signal analyzer PXI 5660. The latter interfaces with a computer,
providing it with a data file in which all detected frequencies and their corresponding power level are
recorded. The frequency detection process consists of selecting the frequencies with a power level
greater than 33.01 dBm. As a second step and after determining the frequency of the channel reserved for
the control process, the system transmits noise at the detected frequency. Below is a block diagram
representing the first approach.
3) Suggested ‘Smart’ Jammer

As a last step in our research for an acceptable design, we decided to drop the selective frequency
option, and based our attention on the power compensation issue of the mobile jammer.[1-2] In this last
design, we decided to broadcast a single low-bandwidth signal with a varying carrier that covers the
whole uplink/downlink bandwidth while restricting the jammer operation time. A receiver (possibly the
NI PXI-5660 RF signal analyzer) is utilized for monitoring the GSM band in order to detect an increase of
the power levels above 33 dBm, and then cause the sending of a control. This latter will be used either for
turning on the whole transmitter circuit (mainly the max2364 IC), or for triggering an oscillator to
generate the signal to be sent.
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4) Simulation

A Matlab/Simulink simulation to show the generation of f REF was carried out to illustrate the behavior
of the oscillating generated signal.
•

•

•

The repeating sequence block represents the periodic input signal to the VCO (more specifically
the varying voltage at the pins of the variable capacitor) In the simulation it is considered to be a
triangular signal buty any periodic signal would lead to the same results. The signal was given a
triangular variation from 0 ∅ 5v and a period of 0.2885 msec.
The VCO which represents the oscillator formed by the varactor and an inductor, the range to be
traversed by fREF is 285.9 KHz which corresponds to a 5v variation in the input signal and thus a
sensitivity of 57.11 KHz/volt. A Discrete-time VCO was used to allow the use of the fast fourier
transform to analyze the signal.
The last part is the buffer and the FFT which help construct the frequency domain representation
of the output signal achieved.

CONCLUSION

This paper present a survey of mobile jammer. The increased need for mobile scramblers makes it
vital that they integrate more features and provide more control on the whole process. This paper
discusses mobile jamming technology, and introduces suggested improvements on existing designs. It
presents possible approaches for a more intelligent design. The first approach (Selective Jamming) was
not implemented due to hardware speed limitation, which may be overcome with certain technologies.
The proposed design achieves lower power consumption, taking into consideration health and cost
issues.
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